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INTRODUCTION

When the Supreme Leader of Iran promised revenge in
response to the killing of General Suleimani in January
2020, the possibility of offensive cyber operations
against US targets was suggested. Eventually, Iran
resorted to a more conventional response, launching
missiles against US military bases in Iraq. However,
this episode points to a shift in our understanding
of what conflict means. In January 2019, the French
Minister of Armed Forces, Florence Parly, stated that
“cyber warfare has begun and France must be ready
to fight it” as she announced the new French Military
Cyber Strategy.! In a similar vein, the UK Chief of the
Defence Staff, General Sir Nick Carter, announced
in September 2019 that Britain is “at war every day”
due to constant cyber-attacks from Russia and else-
where and warned that with the evolving character
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Summary

>

The hostile use of cyber tools rarely occurs
outside of a pre-existing politico-military
dispute. Certain categories of cyber activi-
ties are particularly destabilising and re-
quire concrete de-escalatory responses.

The complex nature of cyber conflicts makes
it difficult to design effective, targeted con-
flict prevention instruments.

Existing approaches to prevent conflict in
cyberspace have, so far, brought about very
little change in behaviour.

Largely absent from current discussions
are references to conventional methods of
preventive diplomacy, such as good offices,
arbitration, early warning and preventive
deployment.

By merging conventional conflict pre-
vention instruments with the EU Cyber
Diplomacy Toolbox, the EU might lead the
way in preventing conflicts from escalating
or breaking out.
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of warfare, the distinction between peace and war no
longer exists in the modern world.2

The proliferation of Information and Communication
Technologies (ICTs), both the expansion of usage
and the increased availability of harmful means, has
brought about new ways of power projection. Political
and economic contestation between states now in-
volves targeted cyber-attacks against other countries’
utilities, financial networks, election infrastructure
and governance systems. Cyber-attacks — a deliber-
ate use of malicious software for exploiting or altering
computer code, data or logic to cause harm — offer new
methods to target internet infrastructure, telecom-
munications networks, information systems, as well
as computers and computer systems. Such activities
might have the objective of destroying or affecting the
proper functioning of these systems with adverse ef-
fects for their users — whether states, companies, pub-
lic service providers or individuals.? As a result, power
projection does not have to involve tanks or missiles;
nor does it have to result in direct death and destruc-
tion comparable to armed conflict. Confrontation is,
however, a constant in states’ ambitions, attitudes and
capabilities, blurring the line between war and peace.

This Conflict Series Brief examines the current prac-
tices and future possibilities of preventive action in
relation to conflict in cyberspace. When categorising
state uses of ICT's as a form of conflict, attention should
be paid to three considerations. First, hostile uses of
ICTs rarely occur outside of a pre-existing or broader
politico-military dispute. Second, a malicious state use
of ICTs can lead to an escalation in pre-existing ad-
versarial relations. Third, the use of cyber capabilities
in a conflict situation often includes the targeting of
civilian infrastructure and therefore has wide-ranging
implications for the proper functioning of societies.
Against this background, this Brief argues that the use
of malicious cyber tools for power projection can and
must be prevented.

OLD CONFLICTS,
NEW BATTLES

The tacit nature of conflict in cyberspace makes it hard
to distinguish where exactly a conflict begins and ends.
Inits simplest terms, conflict refers to adversarial pos-
turing and propositional incompatibility between two
or more parties.* In this Brief, conflict between states
is understood as the absence of ‘friendly’ relations
and deliberate adversarial behaviour.” While the view
on what constitutes a conflict has evolved over time,
it is universally accepted that international conflict in
cyberspace can stem from various ‘real-world’ causes
and factors.¢

Cyber Operations
MORE AND MORE

Out of 358 operations conducted since 2005, 60
over half have been since 2017. The annual
number of operations peaked at 72 in 2019,
conducted by a record 16 countries.

Four countries, China, Russia, Iran and North
Korea, are responsible for sponsoring 77% of
these operations.
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TYPES

Espionage has been by far the most
common type of operation,
accounting for 56 out of 75
operations in 2019.

Espionage
obtaining confidential
information without the
information holder’s
consent
2008

intentional paralysing of
a computer network by
flooding it with data
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2012 of the appearance of a
website or social media

account

Data destruction
use of malicious software
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render a computer
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Data: Council on Foreign Relations, 2020



The use of cyber means in the midst of an ongoing
conventional conflict is not the only way a cyber con-
flict can play out. The focus on attacks above the
threshold of the ‘use of force’ and an ‘armed attack’
has progressively allowed for a more tacit challenge to
emerge: malicious cyber activities that damage state
infrastructure, the economy or institutions over an
extended period of time.” While initially cyber-specific
innature, these situations can lead to
the escalation of a political conflict.
For instance, lengthy
cyber-espionage operations aimed
at stealing the trade secrets of lead-
ing technological companies or key
governmental agencies might result
in the destabilising of bilateral rela-
tions (as seen in the ‘trade war’ be-
tween the US and China).

Cyber-attacks can also target the key

elements of internet infrastructure

which now forms an indispensable element of mod-
ern societies: telecommunications networks (radio,
telephone lines, undersea cables, satellites), informa-
tion systems, as well as the processes and protocols
underlying the use of the above can all be subjected to
attacks. Such activities might destroy or severely af-
fect the proper functioning of these systems (the use of
ransomware against hospitals is one example). These
hostile activities may involve cyber-specific units, the
equivalent to combat arms in traditional conflicts, but
states also do not shy away from making use of proxy
groups as part of their cyber campaigns.

In recent years, certain categories of cyber activi-
ties have been observed as particularly destabilising
and hence require concrete de-escalatory responses.
Although a tacit tolerance of low-impact cyber activi-
ties, disruptive and large-scale cyber operations are
likely to invite a cross-domain response, justified, for
example, as an act self-defence. The high risk of mis-
calculation and the escalatory potential of seemingly
‘harmless’ cyber operations are the reasons why the
prevention of conflict in cyberspace plays such a criti-
cal role. The more we learn to understand conflict as
a manifestation of the failed management of mutual
disagreements, the better the chances are for crafting
effective and timely measures of conflict prevention.
Consequently, measures of conflict prevention must
be detected, and employed, in various areas of respon-
sibility, in different stages of contestation, and at mul-
tiple levels of engagement.

THEORY OF STABILITY

The complex nature of cyber conflicts and their links
to existing political and military disputes make it

yber operations

are often chosen
as a politically less-
costly option: with no
rockets, no tanks and
no casualties, they do
not attract the same
levels of attention.
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difficult to design effective, targeted conflict pre-
vention instruments. It could even be asked whether
cyber-specific prevention mechanisms are needed at
all or should we simply make better use of existing and
proven ones? Over the past five years in particular, dis-
cussions about conflict prevention in cyberspace have
seen a proliferation of different conceptual constructs
and approaches without clear definitions. Following
an initial focus on the ‘peaceful use
of cyberspace’ in the early 2000s, the
debate came to be dominated by the
loosely defined concepts of ‘stabili-
ty’ and ‘responsible behaviour in cy-
berspace’ and more recently, the ‘re-
sponsible use of cyber capabilities’.?

The UN Group of Governmental
Experts (UNGGE) noted in its 2015
report the importance of the peace-
ful settlement of disputes. However,
most of the measures proposed at
the UN level® focus primarily on promoting state re-
straint in resorting to the use of cyber tools for ma-
licious operations, encouraging cooperation between
states and reducing the risk of misunderstanding
and miscalculation in cyberspace. In addition, most
of the recommendations fall under institution- and
process-building: prevention of harmful ICT prac-
tices, exchange of information and assistance, respect
for human rights, creating points of contact, and con-
sultations. The establishment of national bodies, the
nomination of national contact points, the exchange
of best practices and national views and the reporting
of vulnerabilities are all aimed at fortifying the coor-
dination and cooperation links between participating
states. Moreover, all of these measures are rooted in
the assumption that closer ties between states and
their institutions will ultimately reduce the risk of
conflict in cyberspace.

However, existing approaches provide limited pre-
dictability and no lasting remedy. As a matter of fact,
they have brought about very little change in behav-
iour, with the number and complexity of cyber op-
erations increasing rather than decreasing over time.
More importantly, cyber operations are often cho-
sen as a politically less-costly option: with no rock-
ets, no tanks and no casualties, they do not attract
the same levels of attention. Even though the norms
and confidence-building measures (CBMs) proposed
by the UN have been subsequently endorsed by the
Organisation for Security and Cooperation in Europe
(OSCE), G7, G20 and the EU, the primary challenge
with the existing approaches is their non-binding na-
ture, thus the absence of mechanisms to ensure com-
pliance.”® Preventing cyber conflicts through voluntary
measures can be likened to walking on water, particu-
larly for the many sceptics of the idea; people wish to
see proof first in order to believe in the potential ben-
efits of results.
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Shapes and shades of cyber conflict

Ten possible situations

A A
OFFENSIVE CYBER
OPERATIONS DURING A
MILITARY CONFLICT
In December 2015, the
Ukrainian power grid
was taken down by a

The following
situations describe
possible cyber-related
conflicts between the
states and in some
cases against non-state
actors located in other
countries.
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STATE OPERATIONS
AGAINST TERRORIST
OR CRIMINAL GROUPS
Offensive cyber-cam-
paign against Daesh
conducted by the UK in
2018.

» &

USE OF CYBER TOOLS TO

LIMIT ACCESS TO INTERNET

Iranian officials turned
off the country's
internet in November
2019 after riots about
an increase in fuel
prices.

» &

STATE OPERATIONS

AGAINST CIVIL SOCIETY AND

POLITICAL OPPOSITION

Cyber-attacks against
human rights defenders
in Pakistan (e.g. the use

of fake social media
accounts to deliver
malicious surveillance
technologies).

US operations against
Iran after the attacks on
Saudi Arabia’s oil
facilities in September
2019.
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CYBER POLICIES AS A
SOURCE OF CONFLICT

Political conflict about
the limitations on
Chinese companies
such as Huawei and

ZTE.

The following
situations describe
possible cyber-related
conflicts between state
institutions and
non-state actors
located in the territory
of the same country.

¥
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HACKTIVIST GROUPS

AGAINST STATE
INSTITUTIONS

Operations by the
hacking groups such as
the Chaos Computer
Club or Anonymous.

N

STATE OPERATIONS
AGAINST CRIMINAL
GROUPS

European Cybercrime
Centre coordinated a
joint international
operation targeting the
Ramnit botnet that had
infected 3.2 million
computers around
the world.

DURING A POLITICAL CONFLICT

AR

CYBER-MOTIVATED
POLITICAL CONFLICT
Political conflict
between China and US
about the accusations
of cyber espionage by
groups associated with
the Chinese
government.

e

y 3\
USE OF CYBER TOOLS
FOR SURVEILLANCE

Kazakhtelecom
required users to install
government-issued
HTTPS certificates that
allow for interception
of communications
between users and
websites, facilitating
the surveillance of
users’ activity on social
media.

There are not many examples of how the described
approaches have contributed to de-escalating or pre-
venting a conflict in cyberspace, either. As a matter of
fact, the focus on norms of responsible state behav-
iour and the lack of clarity about the interpretation of
these norms by states, on the one hand, and the ef-
forts to inject more accountability for the states that
do not act in accordance with the agreed norms and
rules, on the other hand, have only reinforced exist-
ing groupthink and divisions. In this sense, the belief
in the almost mystical powers of norms and rules of
responsible state behaviour as means to curtail states’
interests has only resulted in the emergence of more or
less-formalised coalitions of like-minded states.

Another avenue explored, albeit not a standard
conflict-prevention measure in cyberspace, has been
coupling cyber-related negotiations with a broader
political dialogue. This approach was deployed by sev-
eral countries, in particular the US, China and Russia,
who concluded bilateral cyber-specific agreements in
an effort to de-escalate mounting political conflicts.
For instance, against the background of growing accu-
sations against China in 2015 concerning its economic
cyber espionage operations in the US, then President
Barack Obama and Chinese President Xi Jinping
reached a ‘common understanding’ on curbing such
activities, whereby both leaders committed that their
governments would not knowingly support the cyber
theft of corporate secrets or business information.
However, the hopes associated with this attempt have
yet to be proved valid: just a year after the agreement
was signed and amidst an unfolding trade war, the US
accused China of breaching the agreed rules.

EFFECTIVE REGIONALISM

The above examples clearly indicate the limitations of
existing approaches to preventing conflicts in cyber-
space. But if hungry for results and concrete changes in
states' behaviour, where can one expect effective solu-
tions to come from?

Largely absent from the current discussions are refer-
ences to conventional methods of preventive diploma-
cy. A term of art in conflict studies, preventive diplo-
macy refers to action taken to prevent disputes from
arising or from intensifying into conflicts, and to limit
the spread of conflicts when they occur. In interna-
tional law, a corresponding term is the 'peaceful set-
tlement of international disputes': the legal regime of
peaceful/pacific settlement of (international) disputes
is designed to make sure that reason is relied upon
rather than use of force, other coercive means and, ac-
cording to some authors, even countermeasures."

Preventive diplomacy may take many forms, of which
mediation, conciliation and negotiation are the most



common. It can also occur in the form of good offices,
facilitation, adjudication and arbitration, as well as
fact-finding, confidence-building, early warning and
preventive deployment.”? Employing diplomatic and
peaceful methods, preventive diplomacy is, by default,
non-coercive and non-escalatory. Actions are pre-
sumed to be preventive, rather than curative, and, ob-
viously, are most effectively employed at an early stage
of a dispute or crisis. At the moment, however, there
are very few cases of research focused on the link be-
tween conventional conflict prevention mechanisms
and cyberspace.t?
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diplomacy and cyber expertise in various regional or-
ganisations might offer a more effective way to deal
with the current shortcomings of the ‘stability’ debate.

TESTING EUROPE'S DNA

As a leading regional organisation and a big supporter
of integration processes around the world, can the EU
lead the way? The answer is: it depends. In order to be-

come a global leader in cyber conflict

Recognising that solving the prob- s f 3 prevention, the EU needs to resolve
lem of limited trust between the ma- he belief in tl.le two interrelated dilemmas.
jor powers requires a great amount almost myStlcal

of political will which is missing at
this point in time, strengthening the
regional structures for conflict pre-
vention sounds like a more promis-
ing approach. Regional organisations
born out of the need for building
trust and strengthening cooperation
among their members may hold the
key to unlocking the stalemate at the
global level. Most regional organi-
sations are already actively shap-
ing the developments in the cyber
domain, including the development
and operationalisation of norms and
confidence-building measures.* However, the link
between this line of activity and other tools and mech-
anisms for conflict prevention is largely missing.

A more prominent involvement of regional organisa-
tions might offer an avenue to prevent escalation and
stop cyber conflicts from breaking out. But this is not
always straightforward. All regional organisations are
rooted in their respective historical, geographic and
cultural contexts, which impacts their mandates, ca-
pacities and the freedom to act. The OSCE, for instance,
was the first to adopt a set of confidence-building
measures that set the tone for the CBM conversation
globally. However, pre-existing conflicts of a politi-
cal or military nature complicate the implementation
of those measures: the OSCE struggles with limited
trust among its members, in particular in the af-
termath of cyber-attacks against Ukraine, Georgia
and Montenegro; the Association of Southeast Asian
Nations (ASEAN) Regional Forum navigates the com-
plex relationship between China and other countries
in the region; and the Organisation of American States
(OAS) tries to circumvent differences between the
US and its other members like Cuba or Venezuela. In
these circumstances, the perception of regional or-
ganisations as impartial intermediaries may be un-
dermined.” Nonetheless, the progress achieved within
regional organisations to date — and despite the risks
of duplication or conflicting outcomes — suggests that
they provide a valid avenue. Further investment in ‘ef-
fective regionalism’ built on the merger of preventive

powers of norms and
rules of responsible
state behaviour as
means to curtail
states’ interests has
only resulted in the
emergence of more
or less-formalised
coalitions of like-
minded states.

First, can the EU credibly reconcile
its potential role as an impartial me-
diator with a firmer approach aimed
at strengthening accountability and
enforcement in cyberspace, includ-
ing through sanctions? The evidence
to date suggests that through its ac-
tions the EU attempts to find a mid-
dle ground. Even though the cyber
sanctions regime adopted in May
2019 aims to reinforce the EU’s cyber
deterrence posture, so far, the Union
has abstained from blacklisting any
individuals or entities. Likewise,
the declarations, statements and Council Conclusions
condemning violations of norms of responsible state
behaviour in cyberspace adopted in the past couple
of years have stopped short of pointing fingers at any
specific country. This skilful manoeuvring, however,
may be difficult to maintain in cases of more aggres-
sive attacks against individual member states or part-
ner countries which result in louder calls for action at
the EU level. For this to happen, however, the member
states would need to acknowledge the EU’s role on is-
sues such as the application of international law in cy-
berspace — a bridge too far for most European capitals.

Second, can the EU effectively combine all relevant in-
struments at its disposal? For this to materialise, two
simultaneous adjustments will have to occur: a) cyber
diplomacy will have to be mainstreamed into the EU’s
foreign and security policy and b) conflict prevention'¢
will have to become the core business of the EU’s cyber
diplomacy. The somehow artificial — and confusing
— distinction between preventing conflicts, building
stability in cyberspace, and promoting international
cooperation illustrates the need for a more inclusive
conversation in the EU. For instance, while the current
approach to preventing conflicts with the use of ICTs
is built on strengthening cyber security and resilience
and increasing awareness of businesses and citizens,
among others, the commitment to the settlement
of international disputes in cyberspace by peaceful
means is a separate goal falling under the promotion of
international cooperation.” This approach, however,

5
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remains largely detached from the EU’s long-standing
experience in fields of early warning and conflict pre-
vention, which aim to ensure effective action ahead
of crises.’® A more joined-up approach across differ-
ent policy communities might help to address these
inconsistencies.

While the first dilemma might be difficult to resolve —
primarily due to the political nature of the question —
the second might be relatively easy to address if the EU
makes a better use of the existing instruments at its
disposal, in particular the EU Cyber Diplomacy Toolbox.
Merging certain elements of the Toolbox with the con-
ventional instruments of conflict prevention might
better project the EU’s image as a ‘global actor com-
mitted to the promotion of peace, democracy, human
rights and sustainable development’. Most impor-
tantly, it might save lives in the case of cyber conflicts
where there is a high probability of generating a kinet-
ic response. So, how do we get there?

Mediation and dialogue

In an effort to demonstrate its commitment to the
settlement of international disputes in cyberspace by
peaceful means, the EU adopted the Cyber Diplomacy
Toolbox in 2017, which enlists all measures within the
Common Foreign and Security Policy (CFSP) catalogue
at the service of cyber diplomacy. Nonetheless, most
of the EU’s energy to date has been spent on giving
prominence to measures with ‘more teeth’, in par-
ticular the cyber sanctions regime. While such meas-
ures are important for ensuring accountability in cy-
berspace, their rather antagonistic nature does not
leave much room for engagement aimed at conflict
prevention and de-escalation. What is more, the focus
on accountability has brought limited results and even
had negative side effects; it attracted additional criti-
cism which saw the EU framed as an organisation with
weak institutions and inadequate resources, and torn
between the different approaches of
the member states.

: egional
Early warning organisations Strengthening preventive diploma-
born out of the need cy in cyberspace through mediation

Any contestation between political
adversaries also manifests itself in
cyberspace. Therefore, the risk that
the use of cyber tools might result

for building trust
and strengthening
cooperation among

and dialogue — a key component of
the EU’s DNA - could further boost
its credibility on the international
stage. Yet such an approach would

e o e their members B e o
the US and Iran in 2019 — needs to may hold the key why it has been largely neglected.

be urgently addressed. A better un-
derstanding of the root causes, mo-
tivations and cyber conflict dynam-
ics will allow the EU to identify a
range of available policy responses.
Identifying actors ready to use cyber capabilities in a
conflict might be a difficult task as such tools can be
purchased at a relatively low cost on dark markets or
directly from their producers and might be difficult
to trace back due to the challenge of attribution. What
is more feasible, however, is monitoring the move-
ment of software and technologies across the world,
especially to conflict-prone areas. Such a mechanism
might be quite urgent given recent reports estimating
that the global demand for offensive cyber systems —
a market dominated by companies from the US, Israel
and the European Union — is expected to rise by 39%
to $9.7 billion by 2027.2° The sales of such technologies
are already monitored by civil society organisations
like Privacy International, and better tracking of the
movement of software and technologies used could
help in anticipating cyber-attacks and also offer a
more nuanced understanding of the available means of
warfare of different regimes and actors. Consequently,
it might be useful to consider how cyber-related as-
pects could be integrated into existing mechanisms,
such as the EU Conflict Early Warning System.

to unlocking the
stalemate at the
global level.

For instance, it would require politi-
cal courage to establish dialogues on
controversial cyber-related issues
with countries such as Russia, Iran,
or North Korea without any guaran-
tees that they would come to the negotiating table in
good faith. In addition, given that cyberspace is simply
another theatre for geopolitical competition and mili-
tary action during a conflict, it is not entirely certain if
cyber elements could be successfully decoupled from
the other root causes. At the same time, the EU would
need to be more outspoken in instances when norms
of responsible behaviour and international law are un-
dermined by its allies and partners.

While there are many challenges to developing this
new approach in parallel to the one focused on ac-
countability, they should not be an excuse for not try-
ing. The EU’s recent reaction to the 2019 cyber-attacks
against Georgia might serve to illustrate this point: af-
ter several member states made statements attribut-
ing those attacks to Russia, the EU High Representative
acting on behalf of the EU issued a declaration con-
demning the attacks and promised continued assis-
tance to strengthen Georgia’s cyber resilience. He did
not, however, point a finger at any particular state.
Whether intended or not, the EU’s restraint in as-
signing the responsibility for cyber-attacks in this
and other cases could open the door for it acting as a



mediator between conflict parties. For instance, noth-
ing prevents the High Representative in the future
from offering his offices — or those of a dedicated EU
Special Representative for International Cyberspace
Policy?? — to assist conflicted sides in clarifying the cir-
cumstances of an attack and facilitating dialogue. The
role of a mediator could include, among others, getting
parties to agree on restraining malicious or aggressive
cyber activity. The EU could also use its economic and
political power in cases in which bringing two sides to
the negotiating table might prove particularly difficult
due to existing animosities.

State and societal resilience

Preventing conflicts and reducing the risks of escala-
tion is not just a matter of discouraging attackers. It is
also about developing adequate capacities to protect
state institutions, businesses and citizens from attacks
or helping them deal with the consequences. For in-
stance, the capacity-building section of the 2015
UNGGE report flags the essential national assets and
infrastructures that facilitate the prevention of un-
wanted developments in cyberspace: national com-
puter emergency response teams, legal and adminis-
trative best practices, national plans and budgets or
forensics.? The logic of such an approach is simple:
the better the capacity to prevent,
respond and deal with the conse-
quences of an attack, the lower the
chances are of overreaction and an
escalation of a conflict. In other
words, strengthening resilience

he EU could also

use its economic
and political power
in cases in which
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both human and institutional levels. For instance, in
2019 the European Parliament called for ‘the estab-
lishment, under the authority of the VP/HR, of an EU
high-level advisory board on conflict prevention and
mediation, with the aim of setting up a comprehen-
sive pool of experienced senior political mediators and
conflict prevention experts to make available politi-
cal and technical expertise at short notice’.?” If imple-
mented, such a pool could also include experts familiar
with cyber-related de-escalation methods. In addi-
tion, the investment in conflict prevention will also
require putting in place adequate knowledge manage-
ment tools, including guidelines for actors engaged
in mediation or dialogue, as well as collection of good
practices and lessons learned. Given that attribution
of cyber-attacks remains one of the biggest contro-
versies, the development of an independent EU capac-
ity — in cooperation with the EU member states who
maintain the sole privilege of assigning responsibility
— to assess the forensics and subsequently facilitate
dialogue between the concerned parties would be one
of the most useful capabilities to develop.

Inter-regional cooperation

Most current efforts are driven by the narrative about
responsible behaviour in cyberspace. This gives the EU
an opening to set the tone and lead
international efforts on conflict pre-
vention in cyberspace, in particular
in its relations with other regional
organisations such as the OSCE,
ASEAN, the OAS, the League of Arab

translates into better immunity of s . . States (LAS), and the African Union
the state and societal fabric. Driven bnnglng tWO Sl.deS (AU) with its regional communi-
by this logic, the EU’s approach to to the n.egOtlatlng ties. Recognising that each of these
conflict prevention has gradually table mlght prove organisations works with differ-

embraced cyber capacity-building as
one of its key elements, with projects
and initiatives spanning the globe.
The reliance on cyber
capacity-building as a means to
strengthen resilience also helps to
shift the attention from the EU’s lack of advanced in-
dependent cyber capabilities towards tools and instru-
ments in which the EU excels: developing strong regu-
latory frameworks and institution-building. In the
future, such elements could also become part of the
EU’s Security Sector Reform (SSR) endeavours under
the Common Security and Defence Policy (CSDP)
through new concepts such as Cyber Civilian Missions.?

Capabilities and capacity to act

Key to the EU’s efforts in cyber conflict prevention is
its own capacity to employ the wide range of tools at
its disposal in a coordinated way. That requires in-
vesting in the development of adequate capabilities at

particularly difficult
due to existing
animosities.

ent methods and objectives, the EU
could use its existing dialogues — or
establish new ones, when necessary
— in order to better understand each
region’s views on and mechanisms
for dealing with cyber conflict. Since
many of these organisations favour a more positive
agenda in cyberspace focused on economic growth, in-
novation and development, the EU could use its estab-
lished cooperation channels in those areas to push for
such dialogues. More specifically, the EU and other re-
gional organisations could host a series of workshops
and seminars on early warning, root causes and risks
to peace, mediation and societal resilience as means
to prevent conflict in cyberspace. Already today, due
to their knowledge of local and regional dynamics,
regional actors are often the first ones to respond in
mediation cases. Such improved information-sharing,
cooperation and coordination between regional ac-
tors — with the support of the UN — would help to en-
sure the coherence and complementarity of efforts
of actors involved in a specific mediation context.2¢
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Given their extensive expertise, civil society and
non-governmental organisations should be closely
associated with these efforts.

Ultimately, what is urgently needed is a broader un-
derstanding that preventing conflicts in cyberspace is
not a hypothetical problem without real-life conse-
quences: virtual missiles might be quickly replaced by
rolling tanks and exploding bombs. Sometimes, pre-
venting conflicts in cyberspace might require a mira-
cle. Most of the time, however, it will call for concrete
mechanisms, resources and, of course, a hefty dose of
political will. These, in turn, require courage and po-
litical leadership; preferably before the prophecies of a
‘cyber apocalypse’ come true.
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